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Key Findings

e A disconnect between legal rights and technical reality: Originally designed to
fight piracy, Technological Protection Measures (TPMs) now go much further, acting as
private “access controls” that enable rightsholders to decide unilaterally who can use
information and how, overriding statutory exceptions.

e Core digital research and educational activities are blocked: TPMs can block
critical research tools such as text and data mining and hinder digital teaching and
learning. They often hinder uses that are not only legally permitted but are also
authorised under the paid licenses institutions already hold.

e The public domain is undermined: Works can stay locked and unusable even after
their legal copyright ends, especially when the TPM manufacturer no longer exists.

e A negative impact on time and resources: For example, in the games preservation
space, TPM circumvention added an average delay of 10.6 months per work. 80% of
researchers try to avoid protected materials altogether.

e Remedies are failing: Institutions often lack the bandwidth to challenge overreaching
TPMs, while existing EU remedies are failing in practice, taking far too long to be useful.
However, in recent years more countries have imposed time limits for rightsholders to
respond.

Key Recommendations

e Protect all exceptions from override: The EU should amend Article 7(2) of the
Copyright in the Digital Single Market (CDSM) Directive to ensure that all copyright
exceptions are protected against overreaching TPMs, in a harmonised way.

¢ Mandate swift and enforceable deadlines: National laws should mandate a 72-hour
deadline for rightsholders to fulfil access requests for protected works, with penalties for
delays and transparent reporting.

e Close the resource gap: Institutions and researchers need the training and technical
means to exercise their rights, including the legal right to create or use circumvention
tools for lawful exceptions.

e Support stakeholders: Policy must, in particular, support smaller institutions and
independent researchers who lack the resources to challenge digital restrictions, so that
TPMs do not become a barrier to inclusive scholarship.

Background

This three-part report series examines the impact of TPMs on research, education and libraries,
and presents potential solutions. TPMs are technical tools used by rightsholders to control access
to digital works, and have proliferated across research, education, and cultural heritage contexts.
They frequently override copyright exceptions introduced to facilitate the work of researchers,
teachers, learners, and libraries. EU law (Article 6(4), InfoSoc Directive) obliges Member States to
ensure rightsholders provide beneficiaries with access to TPM-protected works, but this has only
limited scope.

Read further: This report series by the CREATe Centre, University of Glasgow, comprises
a report on TPMs and the law, a survey on TPMs, and a study of TPMs and digital preservation.



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32001L0029
https://knowledgerights21.org/reports/technological-protection-measures-and-the-law-impacts-on-research-education-preservation/
https://knowledgerights21.org/reports/survey-on-technological-protection-measures-impacts-for-researchers-libraries-archives/
https://www.knowledgerights21.org/reports/technological-protection-measures-and-digital-preservation-evidence-from-video-games/
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